DoD 5200. 2-R

CHAPTER || |
PERSONNEL SECURI TY | NVESTI GATI VE REQUI REMENTS
Section 1

SENSI TI VE POSI Tl ONS

3-100 Designation of Sensitive Positions

Certain civilian positions wthin the Departnment of Defense entail
duties of such asensitive nature, including access to classified infornmation,
that the msconduct, malfeasance, or nonfeasance of an incunbent in any such
position could result in an unacceptably adverse inpact upon the national
security. These positions are referred to in this Regulation as sensitive
positions. It is vital to the national security that great care be exercised
in the selection of individuals to fill such positions. Simlarly, it is
i mportant that only positions which truly nmeet one or nore of the criteria
set forth in paragraph 3-101 be designated as sensitive.

3-101 Criteria for Security Designation of Positions

Each civilian position wthin the Departnent of Defense shall be
categorized, with respect to security sensitivity, as either nonsensitive,
noncritical-sensitive, or critical-sensitive.

a. The criteria to be applied in designating a position as sensitive
are:

(1) Critical-sensitive
(a) Access to Top Secret information.

(b) Devel opment or approval of plans, policies, or prograns
that affect the overall operations of the Departnent of Defense or of a DoD
Conmponent .

(c) Devel opnent or approval of war plans, plams or particulars
of future major or special operations of war, or critical and extrenmely imror-
tant items of war.

(d) Investigative and certain investigative support duties,
the issuance of personnel security clearances or access authorizations, or
the making of personnel security determnations.

(e) Fiduciary, public contact, or other duties demanding the
hi ghest degree of public trust.

(f) Duties falling under Special Access prograns.

(g) Category | automated data processing (ADP) positions.
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(h) Any other position so designated by the head of the
Conmponent or desi gnee.

(2) Noncritical-sensitive
(a) Access to Secret or Confidential information,
(b) Security police/provost marshal-type duties involving the
enforcenment of |law and security duties involving the protection and safeguard-
i ng of DeD personnel and property.

(c) Category Il automated data processing positions.

(d) Duties involving education and orientation of DoD person-
nel .

(e) Duties involving the design, operation, or maintenance of
i ntrusion detection systens deployed to safeguard DoD personnel and property.

(f) Any other position so designated by the head of the Com
ponent or designee.

b. Al other positions shall be designated as nonsensitive.

3-102 Authority to Designate Sensitive Positions

The authority to designate sensitive positions is limted to those
authorities designated in paragraph G Appendix F. These authorities shall
designate each position within their jurisdiction as to its security sensitiv-
ity and Daintain these designations current vis-a-vis the specific duties of
each position.

3-103 Limtation of Sensitive Positions

It is the responsibility of those authorities authorized to designate
sensitive positions to insure that (1) only those positions are designated
as sensitive that neet the criteria of paragraph 3-101 above and (2) that the
designation of sensitive positions is held to a mninmmconsistent with mssion
requirements. Designating authorities shall naintain an accounting of the
nunmber of sensitive positions by category, i.e., critical or non-critical
sensitive. Such information will be included in annual report required in
Chapter Xl .

3-104 Billet Control System For Top Secret

a. To standardize and control the issuance of Top Secret clearances
within the Departnment of Defense, a specific designated billet must be estab-
| i shed and maintained for all DoD mlitary and civilian positions requiring
access to Top Secret information. Only persons occupying these bhillet posi-
tions will be authorized a Top Secret clearance. [|f an individual departs
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froma Top Secret billet to a billet/position involving a lower level clearance,
the Top Secret clearance will be administratively rescinded. This Top Secret
billet requirement is in addition to the existing billet structure naintained
for SCI access.

b. Each request to DIS for a Bl or SBI that involves access to Top
Secret or SCI information will require inclusion of the appropriate billet
reference, on the request for investigation. Each Conponent head should in-
corporate, to the extent feasible, the Top Secret billet structure into the
component Manpower Unit Manning Docunment. Such a procedure should mnimze
the time and effort required to maintain such a billet structure.

c. A report on the nunber of established Top Secret billets will be
submtted each year to the DUSD(P) as part of the annual clearance report
referred to in Chapter XI.

Section 2
Cl VI LI AN EMPLOYMENT

3-200 Cener al

The appoi ntnent of each civilian enployee in any DoD Conponent is
subject to investigation, except for reappointnent when the break in enpl oyment
is less than 12 nonths. The type of investigation required is set forth in
this section according to position sensitivity.

3-201 Nonsensitive Positions

In accordance with the OPM Federal Personnel Manual, (reference (cc))
a NACI shall be requested not later than 3 working days after a person is
appointed to a nonsensitive position. Although there is normally no investiga-
tion requirenent for per diem intermttent, tenporary or seasonal enployees in
nonsensitive positions provided such enpl oynent does not exceed an aggregate of
120 days in either a single continuous or series of appointments, a NAC may be
requested of DIS where deened appropriate by the enploying activity.

3-202 Noncritical-sensitive Positions

a.  An NACI shall be requested and the NAC portion favorably conpleted
before a person is appointed to a noncritical-sensitive position (for exceptions
see paragraph 3-204). An ENINAC, NAC or DNACI conducted during mlitary or
contractor enploynment may also be used for appointnment provided a NACI has been
requested fromopPM and there is no nore than 12 nonths break in service since
conpl etion of the investigation.

b. Seasonal enployees (including summer hires) normally do not require
access to classified information. For those requiring access to classified
information the appropriate investigation is required. The request for the
NAC (or NACI) should be submtted to DIS by entering “SH (summer hire) in
red letters approxi mately one inch high on the Db Form 398-2, Personnel Security
Questionnaire (National Agency Checklist). Additionally, to ensure expedited
processing by DI'S, summer hire requests shoul d be assenbl ed and forwarded to
DIS in bundl es, when appropriate.
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3-203 Critical -sensitive Positions

A BI shall be favorably conpleted prior to appointnent to critical-
sensitive positions (for exceptions see paragraph 3-204). Certain critical-
sensitive positions require a preappointnment SBI in accordance with Section 5
of this chapter. Preappointment Bls and SBIs will be conducted by D S.

3-204 Exceptions

a. Noncritical-sensitive. In an emergency, a noncritical-sensitive
position may be occupied pending the conpletion of the NACI if the head of the
requesting organization finds that the delay in appointnment would be harnful to
the national security and such finding is reduced to witing and made part of
the record. In such instances, the position may be filled only after the NAC
has been requested.

b. Critical-sensitive. In an energency, a critical-sensitive position -
may be occupi ed pending conpletion of the BI (or SBI, as appropriate) if the
head of the requesting organization finds that the delay in appointnent would
be harnful to the national security and such finding is reduced to witing and
made a part of the record. In such instances, the position may be filled only
when the NAC portion of the BI (or SBI) or a previous valid NACI, NAC or
ENINAC has been conpleted and favorably adjudi cated,

3-205 Mobhilization of DoD Cvilian Retirees

The requirenents contained in paragraph 3-200 of this section, regarding
the type of investigation required by position sensitivity for DoD civilian
retirees tenporary appoi ntnent when the break in enploynment is greater than
12 nmonths , should either be expedited or waived for the purposes of nmobilizing
sel ected reenpl oyed annuitants under the provisions of Title 5 United States
Code, depending upon the degree of sensitivity of the position to which as-
signed. Particular priority should be afforded to newy assigned personnel
assigned to the defense intelligence “and’ security agencies with respect to
granting security clearances in an expeditious manner under paragraph 3-200
of this section.

Section 3

M LI TARY APPO NTKENT, ENLI STMENT, AND | NDUCTI ON

3-300 CGeneral

The appoi ntnent, enlistnent, and induction of each nember of the Arned
Forces or their Reserve Conponents shall be subject to the favorable conple-

tion of a personnel security investigation. The types of investigation requir-
ed are set forth in this section.

3-301 Entrance | nvestigation

a. An ENTNAC shall be conducted on each enlisted menber of the Armed
Forces at the time of initial entry into the service. A DNACI shall be conducted
on each conm ssioned officer, except as permtted by paragraph 3-303
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of this section, warrant officer, cadet, mdshipnman, and Reserve O ficers
Training Candidate, at the time of appointnment. A full NAC shall be conducted
upon reentry of any of the above when there has been a break in service greater
than 12 nonths.

b. If an officer or warrant officer candi date has been the subject of
a favorable NAC or ENTNAC and there has not been a break in service of nore than
12 nonths, a new NAC is not authorized. This includes ROTC graduates who del ay
entry onto active duty pending conpletion of their studies.

c. Al derogatory information revealed during the enlistment or ap-
poi ntment process that results in a noral waiver will be fully explained on a
witten summary attached to the DD Form 398- 2.

3-302 Reserve Conponents and National Guard

Reserve Conponent and National Guard personnel not on active duty are
subject to the investigative requirements of this chapter.

3-303 Exceptions for Certain Conm ssioned Oficers of Reserve Conponents

The requirenments for entrance investigation shall be rigidly adhered
to except as follows. Health professionals, chaplains, and attorneys nay
be conmi ssioned in the Reserve Conponents prior to conpletion of a DNACI provided
that:

a. ADNACI is initiated at the time an application for a conm ssion
s received; and

b. The applying health professional, chaplain, or attorney agrees in
witing that, if the results of the investigation are unfavorable, he or she
will be subject to discharge if found to be ineligible to hold a conm ssion.
Under this exception, conm ssions in Reserve Conponents other than the National
Cuard may be tendered to inmigrant alien health professionals, chaplains, and
attorneys.

3-304 Mobilization of Military Retirees

The requirenents contained in paragraph 3-301 of this section, regarding
a full NAC upon reentry to active duty of any officer or enlisted regular/
reserve mlitary retiree or Individual Ready Reserve who has been separated
from service for a period of greater than 12 nonths, stould be wai ved for the
purposes of partial or full nobilization under provisions of Title 10, (Title
14, pertaining to the US Coast CGuard as an elenent of the Navy) United States
Code, to include the period of prescribed service refresher training. Parti-
cular priority should be afforded to mlitary retirees nobilized and assigned
to the defense intelligence and security agencies conmunities.
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Section 4

SECURI TY CLEARANCE

3-400 CGener al

a.. The authorities. designated in paragraph A Appendix F are the only
authorities authorized to grant, deny or revoke DoD personnel security clearances.
The granting of such clearances 'shall be |imted to only those persons who
require access to classified information for m ssion acconplishnent.

b. Mlitary DeD civilian, and contractor personnel who are enpl oyed by
or serving in a consultant capacity to the DoD, nay be considered for access to
classified information only when such access is required in connection with of-
ficial duties. Such individuals may be granted either a final orinterim
personnel security clearance provided the investigative requirenents set forth
bel ow are conplied with, and provided further that all available informtion
has been adjudicated and a finding nade that such clearance would be clearly
consistent With the interests of national security.

3-401 | nvestigative Requirenents for C earance

a. Top Secret
(1) Final Cl earance:
(a) BI
(b) Established billet per paragraph 3-104 (except contractors)
(2) Interim C earance:
(a), Favorable NAC, ENTNAC, DNACI, or NACI conpl et ed
(b) Favorabl e review of DD Form 398/SF-86/SF-171/DD Form 49
(c) BI or SBI has been initiated

(d) Favorable review of |ocal personnel, base/mlitary police,
medi cal, and other security records as appropriate.

(e) Established billet per paragraph 3-104 (except contractors)

(f) Provisions of paragraph 3-204 have been net regarding
civilian personnel.

b. Secret
(1) Final O earance:

(a) DNACI: Mlitary (except first-term enlistees) and
Contractor enployees
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(b) NACI: Cvilian enployees
(c) ENINAC: First-termenlistees
(2) Interim C earance:
(a) When a valid need to access Secret information is estab-

| i shed, an interim Secret clearance may be issued in every case, provided that

the steps outlined in subparagraphs (b) through (e} bel ow, have been conplied
with.

(b) Favorabl e revi ewof DDFor n898- 2/ SF- 85/ SF- 171/ DD Form 48.
(c) NACI, DNACI, or ENTNAC initi ated.

(d) Favorable review of |ocal personnel, base mlitary
police, medical, and security records as appropriate.

(e) Provisions of paragraph 3-204 have been conplied
with regarding civilian personnel.

¢c. Confidential
(1) Final O earance:
(a) NAC or ENTNAC: Mlitary and contractor enployees (except
for Philippine national nenbers of the United States Navy on whom a BI shall
be favorably conpleted.)

(b) NACI: Cvilian enployees (except for sumer hires who
may be granted a final clearance on the basis of a NAC).

(2) Interim O earance
(a) Favorable review of DD Form 398-2/ SF 85/ SF 171/DD For m 48.
(b) NAC, ENTNAC or NACI initiated.

(c) Favorable review of |ocal personnel, base mlitary police,
medi cal, and security records as appropriate.

(d) Provisions of paragraph 3-204 have been conplied wth
regarding civilian personnel.

d. Validity of Previously Ganted O earances:
Cl earances granted under |ess stringent investigative requirenents

retain their validity; however, if a higher degree of clearance is required,
investigative requirements of this directive will be foll owed.
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3-402 Naturalized United States Citizens

a. Naturalized U S. citizens, whose country of origin has been deter-
mned to have interests adverse to the United States (Appendix H), or who have
resided in such countries for a significant period of their life, shall be
eligible for a security clearance, under the provisions of paragraph 3-401,
above, only if they have:

(1) been a U.S. citizen for five years or |onger, or

(2) if acitizen for less than five years, nust have resided in the
U.S. for the past 10 years. Exceptions to the above policy may be granted only
by the DUSD(P).

b. Each year of active service inthe US mlitary shall be counted
to satisfy the foregoing residency requirements.

c. In the event a naturalized U S. citizen fromone of the countries
|isted in Appendi x H does not meet; either of the criteria in (1) and (2),
above, and a conpelling need exists, he or she may be considered for issuance
of alimted access authorization (as an exception to policy) in accordance
with the provisions of paragraph 3-403, below. The scope of the background
i nvestigation shall be confined to the period of residence in the US.

d.  Naturalized US. citizens fromcountries other than those contained
in Appendix H may be considered for a security clearance in the sane nmanner as
native born citizens (Para 3-401).

3-403 Access to Cassified Information by Non-United States Ctizens.

a. Only US. citizens are eligible for a security clearance. There-
fore, every effort shall be nade to ensure that non-United States citizens
are not enployed in duties that may require access to classified informtion.
However, when there are conpelling reasons to grant access to classified
information to an inmgrant aliem or a foreign national in furtherance of the
m ssion of the Departnment of Defense, such individuals Oay be granted a “Limted
Access Authorization” (LAA) under the followi ng conditions:

(1) LAAs will be limted to SECRET and CONFI DENTIAL |evel only; Lu*s
for TOP SECRET are prohibited.

(2) Access to classified information is not inconsistent with that
determ ned rel easabl e by designated disclosure authorities, in accordance wth
DoD Directive 5230.11 (reference (11)) to the country of which the individual
s a citizen.

(3) Access to classified information nmust be limted to information
relating to a specific program or project.

(4) Favorable conpletion of an BI (scoped for 10 years); where the
full investigative coverage cannot be conpleted, a counterintelligence scope
pol ygr aph examination will be required in accordance with the provisions of
DoD Directlve 5210.48 (reference (p)).

|
_ (5) Security clearances previously issued to inmgrant aliens will be
rei ssued as LAA's.
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(6) The Limted Access Authorization determnation shall be nade only
by an authority designated in paragraph B, Appendix F.

(7) LAA s issued by the Unified and Specified Conmands shall be reported
to the central adjudicative facility of the appropriate mlitary departnent in
accordance with the assigned responsibilities in DoD Directive 510.0.3 (refer-
ence (nm)) for inclusion in the Defense Central Index of Investigation (DCII).

b. In each case of granting a Limted Access Authorization, a record
shal | be maintained as to:

(1) The identity (including current citizenship) of the individual
to whom the Limted Access Authorization is granted, to include, nane and date
and place of birth;

(2) Date and type of nost recent investigation to include the
i dentity of the investigating agency;

(3) The nature of the specific program material (s) to which access
s authorized (delineated as precisely as possible);

(4) The classification level to which access is authorized; and

(5) The conpelling reasons for granting access to the materials
cited in (3) above.

(6) Status, of the individual (i.e., immgrant alien or foreign
national )

c. Individuals granted LAAs under the foregoing provisions shall be the
subject of a 5-year periodic reinvestigation as set forth in paragraph 5,
Appendi x B.

d. Foreign nationals who are LAA candi dates nust agree to submt to a
counterintelligence-scope polygraph exam nation prior to being granted access
in accordance with DoD Directive 5210.48, reference (p).

e. |f geographical and political situations prevent the full conpletion
of the BI (and/or counterintelligence-scope polygraph) issuance of aam LAA shall
not be authorized; exceptions to the policy may only be authorized by the
DUSD(P).

f. Areport on all LAAs in effect, including the data required in
paragraph b.(1) through (6) above, shall be furnished to the Deputy Under
Secretary of Defense for Policy within 60 days after the end of each fiscal.
year. (See paragraph 11-102).

3-404 Access by Persons Qutside the Executive Branch

a. saAccess to classified information by persons outside the Executive
Branch shall be acconplished in accordance with Chapter VII, DoD 5200. 1-R
(reference (q)). The investigative requirenent shall be the same as for the
appropriate level of security clearance, except as indicated bel ow

I11-9



DoD 5200. 2-R

b. Menbers of the U S. Senate and House of Representative do not
require personnel security clearances. They Oay be granted access to DoD
classified information which relates to matters under the jurisdiction of the
respective Commttees to which they are assigned and is needed to performtheir
duties in connection with such assignnents.

c. Congressional staff members requiring access to DoD classified
i nformation shall be processed for a security clearance in accordance with
DoD Directive 5142.1 (reference (00)) and the provisions of this regulation.
The Director, Washington Headquarters Services (WHS) will initiate the required
i nvestigation (initial or reinvestigation) to DIS, adjudicate the results and
grant, deny or revoke the security clearance, as appropriate. The Assistant
Secretary of Defense (Legislative Affairs) will be notified by WHS of the
conpl eted cl earance action.

d. State governors do not require personnel security clearances. They
may be granted access to specifically designated classified information, on a
“need-to-know' basis, based upon affirmation by the Secretary of Defense or
the head of a DoD Conponent or single desi gnee, that access, under the circum
stances, serves the national interest. Staff personnel of a governor’s office
requiring access to classified information shall be investigated and cleared
in accordance with the prescribed procedures of this Regulation when the head
of a DoD Conponent , or single designee, affirms that such clearance serves the
national interest. Access shall also be limted to specifically designated
classified information on a “need-to-know basis.

e. Menbers of the U S. Supreme Court, the Federal judiciary and the
Suprenme Courts of the individual states do not require personnel security
cl earances. They may be granted access to DoD classified infornmation to the
extent necessary to adjudicate cases being heard before these individual courts.

f. Attorneys representing DoD mlitary, civilian or contractor person-
nel, requiring access to DoD classified information to properly represent their
clients; shall normally be investigated by DIS and cleared in accordance with
the prescribed procedures in paragraph 3-401. This shall be done upon certifi-
cation of the General Counsel of the DoD Conponent involved in the litigation
t hat access to specified classified information, on the part of the attorney
concerned, is necessary to adequately represent his or her client. In excep-
tional instances, when the exigencies of a given situation do not permt tinely
conpliance with the provisions of paragraph 3-401, access may be granted wth
the witten approval of an authority designated in Appendix F provided that as
a mnimum (a) a favorable name check of the FBI and the DCII has been com
pleted, and (b) a DoD Non-Di sclosure Agreenent has been executed. |n post-

i ndi ct ment cases, after a judge has invoked the security procedures of the
Classified Informati on procedures Act (CIPA) (reference (mm), the Departnment

of Justice may elect to conduct the necessary background investigation and issue
the required security clearance, in coordination with the affected DoD Com
ponent .

3-405 Restrictions on Issuance of Personnel Security C earances

Personnel Security clearances nust be kept to the absolute m ninmm
necessary to meet mssion requirements.

Personnel security clearances shall not be issued:
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a. To persons in nonsensitive positions.

b. To persons whose regular duties do not require authorized access to
classified informtion.

c. For ease of novenent of persons within a restricted, controlled, or
industrial area, whose duties do not require access to classified information.

d. To persons who may only have inadvertent access to sensitive infor-
mation or areas, such as guards, energency service personnel, firenen, dqctors,
nurses, police, anbulance drivers, or simlar personnel.

e. To persons working in shipyards, whose duties do not require access
to classified information.

f. To persons who can be prevented from accessing classified informa-
tion by being escorted by cleared personnel.

g. To food service personnel, vendors and simlar comercial sales
or service personnel whose duties do not require access to classified infor-
mation.

h. To maintenance or cleaning personnel who may only have.inadvertent
access to classified information unless such access cannot be reasonably
prevent ed.

i.  To persons who perform maintenance on office equi pnent, conputers,
typewiters, and simlar equipnent who can be denied classified access by
physi cal security measures.

j. To perineter security personnel who have no access to classified
i nformati on.

k. To drivers, chauffeurs and food service personnel.

3-406 Dual Citi zenship

Persons claimng both U S and foreign citizenship shall be processed
under paragraph 3-401, above, and adjudicated in accordance with the “Foreign
Preference” standard in Appendix I.

3-407 One-Tine Access

Ci rcunstances may arise where an urgent operational or contractual
exi gency exists for cleared DoD personnel to have one-time or short duration
access to classified information at a higher level than is authorized by the
existing security clearance. In many instances, the processing tinme required
to upgrade the clearance would preclude tinely access to the information. In
such situations, and only for conpelling reasons in furtherance of the DoD
mssion, an authority referred to in subparagraph a. , below, may grant higher
level access on a tenporary basis subject to the terns and conditions prescrib-
ed below. This special authority may be revoked for abuse, inadequate record
keepi ng, or inadequate security oversight. These procedures do not apply when
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ci rcunstances exi st which would permt the routine processing of an individual
for the higher level clearance. Procedures and conditions for effecting

emer gency one-tinme access to the next higher classification level are as

foll ows:

a. Authorization for such one-tine access shall be granted by a flag
or general officer, a general court nmartial convening authority orequival ent
Senior Executive Service nenber, after coordination with appropriate security
of ficials.

b. The recipient of the one-tine access authorization nust be a U S.
citizen, possess a current DoD security clearance, and the access required
shall be [imted to classified informati on one level higher than the current
cl earance.

c. Such access, once granted, shall be cancelled pronptly when no °
| onger required, at the conclusion of the authorized period of access, or upon
notification from the granting authority.

d. The enployee to be afforded the higher |evel access shall have been
continuously enpl oyed by a DoD Conponent or a cleared DoD contractor for the
preceding 24-month period. Hi gher level access is not authorized for part=-
time enployees.

e. Pertinent local records concerning the enployee concerned shall be
reviewed with favorable results.

f.  Whenever possible, access shall be confined ‘“to a single instance
or at Jost, a few occasions. The approval for access shall automatically
expire 30 calendar days from date access commenced. |If the need for access is
expected to continue for a period in excess of 30 days, witten approval of
the granting authority is required. At such time as it is determned that the
need for access is expected to extend beyond 90 days, the individual concerned
shal | be pronptly processed for the level of clearance required. Wen extended
access has been approved, such access shall be cancelled at or before 90 days
fromoriginal date of access.

g. Access at the higher level shall be limted to information under
the control and custody of the authorizing official and shall be afforded
under the general supervision of a properly cleared enployee. The enployee
charged with providing such supervision shall be responsible for: (1) re-
cording the higher-level information actually revealed, (2) the date(s) such
access is afforded, and (3) the daily retrieval of the nmaterial accessed.

h. Access at the next higher level shall not be authorized for COMSEC,
SCl, NATO or foreign government infornation.

i . The exercise of this provision shall be used sparingly and repeat
use W thin any 12 nonth period on behalf of the sane individual is prohibited.
The approving authority shall Oaintain a record containing the follow ng data
with respect to each such access approved:
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(1) The name, and SSN of the enployee afforded higher |evel acces;.
(2) The level of access authorized.

(3) Justification for the access, to include an explanation of the

compel ling reason to grant the higher level access and specifically how the
DoD m ssion would be furthered.

(4) An unclassified description of the specific information to
whi ch access was authorized and the duration of access along with the date(s)
access was afforded.

(5) Alisting of the local records reviewed and a statenent that
no significant adverse information concerning the enployee is known to exist.

(6) The approving authority's signature certifying (1) through (5),
above.

(7) Copies of any pertinent briefing/debriefings admnistered to
t he enpl oyee.

3-408 Access by Retired Flag/ General Oficers

a. Upon determ nation by an active duty flag/general officer that there
are conpel ling reasons, in furtherance of the Departnent of Defense mssion, to
grant a retired flag/general officer access to classified information in
connection with a specific DoD programor mssion, for a period not greater
than 90 days, the investigative requirenents of this Regulation may be waived.
The access shall be [imted to classified information at a | evel commensurate
with the security clearance held at the time of retirenment -- not including
access to SCl.

b. The flag/general officer approving issuance of the clearance shall,
provi de the appropriate DoD Conponent central clearance facility a witten
record to be incorporated into the DCII detailing:

(1) Full identifying data pertaining to the cleared subject;

(2) The classification of the information to which access was
aut hori zed.

c. Such access may be granted only after the conpelling reason and the
specific aspect of the DoD Oission which is served by granting-such access has
been detailed and under the condition that the classified nmaterials involved
are not renoved fromthe confines of a governnment installation or. other area
approved for storage of DoD classified informtion.
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Section 5
SPECI AL ACCESS PROGRANS
3-500 Cener al

It is the policy of the Departnent of Defense to establish, to the extent
possible, uniform and consistent personnel security investigative requirenents.
Accordingly, investigations exceeding established requirenments are authorized
only when nmandated by statute, national regulations, or international agreenent.
In this connection, there are certain Special Accessprograns originating at the
national or international level that require personnel security investigations
and procedures of a special nature. These prograns and the special investiga-
tive requirenents inposed by themare described in this section. A Specia
Access programis any program designed to control access, distribution, and
protection ofparticularly sensitive information established pursuant to
Section 4-2 of Executive Order 12356 (reference (j)) and prior Orders. DoD

5200. 1-R (reference (q)) governs the establishnment of Departnental Speci al
Access Prograns.

3-501 Sensitive Conpartnmented |nformation (SCI)

a. The investigative requirenents for access to SCI is an SBl (See
paragraph 4, Appendix B) including a NAC on the individual’'s spouse or cohabi -
tant. When conditions indicate, additional investigation shall be conducted
on the spouse of the individual and nenbers of the inmmediate famly (or other
persons to whomthe individual is bound by affection or obligation) to the
extent necessary to permit a determination by the adjudication agency that
the Personnel Security standards of DCID 1/14 (reference (l)) are net.

b. A previous investigation conducted within the past five years which
substantially neets the investigative requirements prescribed by this section
may serve as a basis for granting access approval provided that there has
been no break in the individual’'s mlitary service, DoD civilian enploynent,
or access to classified information under the Industrial Security Program
greater than 12 nonths. The individual shall subnmit one copy of an updated
PSQ covering the period since the conpletion of the |ast SBI.

3-502 Single Integrated Operati on Plan--Extremelvy Sensitive
| nf ormati on (SIOP-ESI)

The investigative requirenent for access to SIOP-ESI is an SBI, includ-
ing a NAC on the spouse and the individual’'s imediate famly who are 18 years
of age or over and who are United States citizens other than by birth or who
are resident aliens.

3-503 Presi dential Support Activities

a. DoD Directive 5210.55 (reference (r)) prescribes the policies and
procedures for the nom nation, screening, selection, and continued eval uation
of DoD mlitary and civilian personnel and contractor enployees assigned to or
utilized in presidential Support activities. The type of investigation of
i ndi viduals assigned to Presidential Support activities varies according to

whet her the person investigated qualifies for Category One or Category Tw as
i ndi cated bel ow.
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(1) Category One

(a) Personnel assigned on a permanent or full-time basis to
duties in direct support of the President (including the office staff of the
Director, Wite House Mlitary Ofice, and all individuals under his control):.

1 Presidential aircrew and associated maintenance and
security personnel.

2 Personnel assigned to the Wiite House communi cations
activities and the Presidential retreat.

1w

VWi te House transportation personnel.
4 Presidential mess attendants and medical personnel.

5 Oher individuals filling admnistrative positions at
the Wiite House.

(b) Personnel assigned on a tenporary or part-tine basis to
duties supporting the President:

1 Mlitary Social Aides.

2 Selected security, transportation, flight-line safety,
and baggage personnel.

3 Ghers with simlar duties.

(c) Personnel assigned to the Ofice of the Mlitary Aide to
the Vice President.

(2) Category Two

(a) Personnel assigned to honor guards, cerenonial units, and
mlitary bands who performat Presidential functions and facilities.

(b) Enpl oyees of contractors who provide services or contractors
enpl oyees who require unescorted access to Presidential Support areas, activities,
or equipnent--including maintenance of the Presidential retreat, comunications,
and aircraft.

(c) Individuals in designated units requiring a |esser degree
of access to the President or Presidential Support activities.

b. Personnel nom nated for Category One duties nmust have been the sub-
ject of an SBI, including a NAC on the spouse and all nenbers of the-individ-
ual's imediate famly of 18 years of age or over who are United States citi-
zens other than by birth or who are resident aliens. The SBI nust have been
conpleted within the 12 Oonths preceding selection for Presidential Support
duties . If such an individual nmarries subsequent to the conpletion of the SBI,
the required spouse check shall be made at that tine.
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c. Personnel nomnated for Category Two duties nust have been the
subject of a BI, including a NAC on the spouse and all menbers of the indivi-
dual’s inmediate famly of 18 years of age or over who are Uni-ted States
citizens other than by birth or who are resident aliens. The BI nust have
been conpleted within the 12 nonths preceding selection for Presidential
Support duties. It should be noted that duties (separate and distinct from
their Presidential Support responsibilities) of some Category Two personnel

may nmeke it necessary for themto have special access clearances which require
an SBI .

d. The U S. citizenship of foreign-born imediate fam |y menbers of
all Presidential Support nom nees nust be verified by investigation.

e. Alimted number of Category One personnel having especially sensi-
tive duties have been designated by the Director, Wite House Mlitary Ofice
as “Category A." These personnel shall be investigated under special scoping
in accordance with the requirenents of reference (jj).

3-504 Nucl ear Weapon Personnel Reliability Program (PRP)

a. DoD Directive 5210.42 (reference (s)) sets forth the standards of
individual reliability required for personnel performng duties associated wth

nucl ear weapons and nucl ear conmponents. The investigative requirenent for
personnel performng such duties is:

(1) Critical Position: BI., In the event that it becones necessary
to consider an individual for a critical position and the required BI has not
been conpleted, interimcertification nay be nade under carefully controlled
conditions as set forth bel ow.

(a) The individual has had a favorable DNACI, NAC (or ENTNAC)
within the past 5 years without a break in service or enploynment in excess of 1
year.

{b) The BI has been requested.

(c) All other requirements of the PRP screening process
have been fulfilled.

(d) The individual is identified to supervisory personnel as
being certified on an interim basis.

(e) The individual is not used in a tw-man team with anot her
such i ndivi dual .

(f) Justification of the need for interimcertification is
docunented bythecertifying official.

(g) Should the BI not be conpleted within 150 days from
the date of the request, the certifying official shall query the Conponent

cl earance authority, who shall ascertain frombpbis the status of the invest-

igation. On the basis of such information, the certifying official shall
determ ne whether to continue or to withdraw the interim certification.
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(2) Controlled Position: DNACI/NACI

(a) An ENTNAC conpleted for the purpose of first termenlist-
ment or induction into the Armed Forces does not satisfy this requirenent.

(b) Interimcertification is authorized for an individual
who has not had a DNACI/NACI conpleted within the past 5 years, subject to the
follow ng conditions:

1 The individual has had a favorabl e ENINAC/NAC,
or higher investigation, that is nore than 5 years ol d and has not had
a break in service or enployment in excess of 1 year.

2 A DNACI/NACI has been requested at the time of interim
certification.

3 All other requirenents of the PRP screening -
process have been fulfilled.

4 Shoul d the DNACI/NACI not be conpleted wthin 90 days
fromthe date of the request, the procedures set forth in a(l)(g), above, for
ascertaining the delay of the investigation in the case of a critical position
shal | apply.

(3) Additional requirements apply.

(a) The investigation upon which certification is based nust
have been conpleted within the last 5 years fromthe date of initial assignnent
to a PRP position and there mustnot have been a break in service or enploynent
i n excess of 1 year between conpletion of the investigation and initial assign-
nent .

(b) In those cases in which the investigation was conpleted
nmore than 5 years prior to initial assignment or in which there has been a
break in service or enploynent in excess of 1 year subsequent to conpletion of
the investigation, a reinvestigation is required.

(c) Subsequent to initial assignnent to the PRP, reinvestiga-
tion is not required so long as the individual remains in the PRP.

(d) A nmedical evaluation of the individual as set forth in
DoD Directive 5210.42 (reference (s)).

(e) Review of the individual’'s personnel file and other offi-
cial records and information locally available concerning behavior or conduct
which is relevant to PRP standards.

(£f) A personal interviewwth the individual for the purpose
of informng himof the significance of the assignnent, reliability standards,
the need for reliable performance, and of ascertaining his attitude with
respect to the PRP.

(g) Service in the Arny, Navy and Air Force Reserve does not
constitute active service for PRP purposes.
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3-505 Access to North Atlantic Treaty O gani zati on (NATO Cassified |nfer
mation

a. Personnel assigned to a NATO staff position requiring access to
NATO COSM C (TOP SECRET), SECRET or CONFI DENTI AL information shall have been
the subject of a favorably adjudicated BI (10 year scope), DNACI/NACI or NAC
ENTNAC, current within five years prior to the assignment, in accordance wth
USSAN | nstruction 1-69 (Reference kk) and paragraph 3-70S, below *

b. Personnel not assigned to a NATO staff position, but requiring
access to NATO cosMIC, SECRET or CONFI DENTI AL information in the normal course
of their duties, must possess the equivalent final US. security clearance
based upon the appropriate personnel security investigation (Appendix B)
required by paragraph 3-401 and 3-709 of this Regul ation.

3-506 O her Special Access Prograns

Special investigative requirenents for Special Access prograns not
provided for in this paragraph may not be established without the witten
approval of the Deputy Under Secretary of Defense for Policy.

Section 6

CERTAI'N POSI TI ONS NOT NECESSARI LY REQUI RI NG ACCESS
TO CLASSI FI ED | NFORVATI ON

3-600 Cener al

DoD Directive 5200.8 (reference (t)) outlines the authority of mlitary
commanders under the Internal Security Act of 1950 to issue orders and regul a-
tions for the protection of property or places under their command. Essentia
to carrying out this responsibility is a conmander’s need to protect the com
mand agai nst the action of untrustworthy persons. Nornally, the investigative
requi rements prescribed in this Regulation should suffice to enable a conmander
to determne the trustworthiness of individuals whose duties require access to
classified information or appointnent to positions that are sensitive and do
not involve such access. However, there are certain categories of positions or
duties which, although not requiring access to classified information, if
performed by untrustworthy persons, could enable themto jeopardize the secur-
ity of the command or otherw se endanger the national security. The investi-
gative requirements for such positions or duties are detailed in this section.

3-601 Access toRestricted Areas, Sensitive Information or Equi pnent Not
| nvol ving Access to Classified |Information

a. Access to restricted areas, sensitive information or equipnent by
DoD mlitary, civilian or contractor personnel shall be limted to those
i ndi vidual s who have been determned trustworthy as a result of the favorable
conpletion of a NAC (or ENTNAC) or who are under the escort of appropriately
cleared personnel. \Where escorting such persons is not feasible, a NAC shal
be conducted and favorably reviewed by the appropriate conponent agency or

activity prior to permtting such access. Dol) Conponents shall not request,
and shall not direct or permt their contractors to request, security clear-
ances to permit access t O areas When access to classified information is not
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required in the normal course of duties or which should be precluded by appro-
priate security measures. ‘In determning trustworthiness under this paragraph,
the provisions of paragraph 2-200 and Appendi x I will be utilized.

b. In meeting the requirements of this paragraph, approval shall be
obtai ned fromone of the authorities designated in paragraph A Appendix F
of this Regulation, for authority to request NACS on DoD mlitary, civilian
or contractor enployees. A justification shall acconpany each request which
shal | detail the reasons why escorted access woul d not better serve the
national security. Requests for investigative requirenents beyond a NAC shall
be forwarded to the Deputy Under Secretary of Defense for Policy for approval.

c. NAC requests shall (1) be forwarded to DIS im accordance with the
provisions of paragraph B, Appendix C, (2) contain a reference to this para-
graph on the b Form 398-2, and (3) list the authority in Appendix F who
approved the request.

d. Determnations to deny access under the provisions of this para-
graph nust not be exercised in an arbitrary, capricious, or discrimnatory
manner and shall be the responsibility of the mlitary or installation com
mander as provided for in DoD Directive 5200.8 (reference (t)).

3- 602 Nonappropriated Fund Enpl oyees

Each Nonappropri ated Fund enpl oyee who is enployed in a position of
trust as designated by an official authorized in paragraph H Appendix F,
shal | have been the subject of a NAC conpleted no |onger than 12 nmonths prior
to enploynent or a prior personnel security investigation with no break in
Federal service or enploynent greater than 12 nonths in accordance with DoD
Manual 1401.1-M, (reference (u)). An individual who does not neet established
suitability requirenents may not be enployed wi thout prior approval of the
authorizing official. Issuance of a CONFI DENTI AL or SECRET cl earance will be
based on a DNACI or NACI in accordance w th paragraph 3-401.

3-603 Custons |nspectors

DoD enpl oyees appoi nted as custons inspectors, under waivers approved
in accordance with DoD 5030.49-R (reference (v)), shall have undergone a fa-
vorably adjudicated »2¢ conpleted within the past 5 years unless there has been
a break in DoD enploynent greater than 1 year in which case a current NAC is
required.

3-604 Red Cross/United Service Organi zati ons Per sonnel

A favorably adjudicated NAC shall be acconplished on Red Cross or United
Service (Organizations personnel as prerequisite for assignment with the Arned
Forces overseas (DoD Directive 5210.25 (reference (w)).

3-605 Oficials Authorized to Issue Security C earances

Any person authorized to adjudicate personnel security clearances shall
have been the subject of a favorably adjudicated BI.
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3-606 Personnel Security O earance Adjudication Oficials

Any person selected to serve with a board, commttee, or other group
responsi bl e for adjudicating personnel security cases shall have been the
subject of a favorably adjudicated Bl.

3-607 Persons Requiring DeD Buil di ng Passes

Pursuant to DoD Directive 5210.46 (reference (x)),e ach person deter-
m ned by the designated authorities of the Conponents concerned as having an
official need for access to DoD buildimgs in the National Capital Regi on shall
be the subject of a favorably, adjudicated NAC prior to issuance ofa DoD buil d-
ing pass. Conduct of a BI for this purpose is prohibited unless approved in
advance by ODUSD(P).

3-608 Foreign National Enployees Overseas Not Requiring Access to
Classified Information

Forei gn nationals enployed by DoD organi zati ons overseas, whose duties
do not require access to classified information, shall be the subject of the
followi ng record checks, initiated by the appropriate’ mlitary departnment

| nvestigative organi zation consistent with paragraph 2-404, prior to enploy-
nent

a. Host government |aw enforcenent and security agency checks at the
city, state (province), and national |evel , whenever permssible by the |aws
of the host governnment; and

b. DCII

c. FBI-HQ/ID (Where information exists regarding residence by the
foreign national in the United States for one year or nore since age 18)

3-609 Special Agents and |nvestigative Support Personnel

Speci al agents and those noninvestigative personnel assigned to invest-
i gative agenci es whose official duties require continuous access to conplete
investigative files and nmaterial require an SBI.

3-610 Persons Requiring Access to Chem cal Agents

Per sonnel whose duties involve access to or security of chem cal
agents shall be screened initially for suitability and reliability and shall
be evaluated on a continuing basis at the supervisory level to ensure that
they continue to neet the high standards required. At a mnimum all such
personnel shall have had a favorably adjudicated NAC conpleted within the |ast
5 years prior to assignment in accordance with the provisions of DeD Directive
5210.65 (reference (y)).

3-611 Education and Oientation Personnel

~Persons selected for duties in connection with prograns involving the
educatio,and orientation of mlitary personnel shall have been the subject

of a favorably adjudicated NAC prior to such assignnment. This does not include
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teachers/adm nistrators associated with university extension courses conducted
on mlitary installations in the United States. Non-US citizens froma country
listed in Appendix H shall be required to undergo a Bl if they are enpl oyed

in a position covered by this paragraph.

3-612 Contract Q@uards

Any person performng contract guard functions shall” have been the
subject of a favorably adjudicated NAC prior to such assignnment.

3-613' Transportation of Arms, Ammunition and EXpl osives (AA&E)

Any DoD mlitary, civilian or contract enployee (including comrercial
carrier) operating a vehicle or providing security to a vehicle transporting
Category |, |l or CONFIDENTI AL AA&E shal | have been the subject of a favorably
adj udi cat ed NAC or ENTNAC.

3-614 Personnel Qccupying | nformation Systens Positions Desi gnated ADP-I,
ADP-II & ADP-III.

DoD mlitary, civilian personnel, consultants, and contractor personnel
performing on uncl assified automated information systens nay be assigned to one
of three position sensitivity designations (in accordance with Appendi x K) and
i nvestigated as foll ows:

ADP-I : BI
ADP-IT : DNACI/NACI
ADP-TIT : NAC/ENTNAC

Those personnel falling in the above categories who require access to
classified information wll, of course, be subject to the appropriate investi-
gative scope contained in paragraph 3-401, above.

3-615 O hers

Requests for approval te conduct an investigation on other personnel,
not provided for in paragraphs 3-601 t hrough 3-614, above, considered to fall
within the general provisions of paragraph 3-600 above, shall be submtted,
detailing the justification therefor, for approval to the Deputy Under Secre-
tary of Defense for Policy. Approval of such requests shall be contingent
upon an assurance that appropriate review procedures exist and that adverse
determ nations will be made at no l[ower than najor conmand |evel.

Section 7

REI NVESTI GATI ON

3-700 Gener al

DoD policy prohibits unauthorized and unnecessary investigations. There
are, however, certain situations and requirenents that necessitate reinvestiga-
tion of an individual who has already been investigated under the provisions
of this.Regulation. It is the policy to limt reinvestigation of individuals
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to the scope contained in paragraph 5, Appendix B to nmeet overall security
requi rements. Reinvestigation, generally, is authorized only as follows:

a. To prove or disprove an allegation relating to the criteria set
forth in paragraph 2-200 of this Regulation with respect to an individual

hol ding a security clearance or assigned to a position that requires a trust-
wor t hi ness determnation;

b. To nmeet the periodic reinvestigation requirenents of this regula-
tion with respect to those security prograns enunerated bel ow, and

c. Upon individual request, to assess the current eligibility of
i ndi viduals who did not receive favorable adjudicative action after an initial
i nvestigation, if a potential clearance need exists and there are reasonabl e
i ndi cations that the factors upon which the adverse determ nation was nmade no
longer exi Sts.

3-701 Allegations Related to Disqualification

VWhenever questionabl e behavior patterns devel op, derogatory information
i s discovered, or inconsistencies arise related to the disqualification criteria
outlined in paragraph 2-200 that coul d have an adverse inpact on an individual’s
security status, a Special Investigative Inquiry (S11), psychiatric, drug or al-
cohol evaluation, as appropriate, may be requested to resolve all relevant
issues in doubt. If it is essential that additional relevant personal data is
required fromthe investigative subject, and the subject fails to furnish the
required data, the subject’s existing security clearance or assignment to
sensitive duties shall be terminated in accordance with paragraph 8-201 of this
Regul ati on.

3-702 Access to Sensitive Compa}tmented | nf ormati on (SCI)

Each individual having current access to SCI shall be the subject of a
PR conducted on a 5-year recurring basis scoped as set forth in paragraph 5,
Appendi x B.

3-703 Critical -sensitive Positions

Each DoD civilian enpl oyee occupying a critical sensitive position shall
be the subject of a PR conducted on a 5-year recurring basis scoped as sec
forth in paragraph 5, Appendix B.

3-704 Presidential Support Duties

Each individual assigned Presidential Support duties shall be the
subject of a PR conducted on a 5-year recurring basis scoped as set forth
in paragraph 5, Appendi x B.

3-705 NATO St af f

Each individual assigned to a NATO staff position requiring a COSM C
cl earance shall be the subject of a PR conducted on a 5-year recurring basis
scoped as set forth in paragraph 5 Appendix B. Those assigned to a NATO staff

position requiring a NAT() SecRET cl earance shall be the subject of a new NAC
conducted on a 5-Year recurring basis.
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3-706 Extraordinarily Sensitive Duties

In extrenely limted instances, extraordinary national security inpli-
cations associated with certain SCI duties may require very special compart-
mentation and ot her special security neasures. In such instances, a Conponent
S0IC may, with the approval of the Deputy Under Secretary of Defense for Policy,
request PR's at intervals of less than 5 years as outlined in paragraph 5,
Appendi x B. Such requests shall include full justification and a recommenda-
tion as to the desired frequency. In review ng such requests, the Deputy Under
Secretary of Defense for Policy shall give due consideration to:

a. The potential damage that might result fromthe individual's defec-
tion or abduction,

b. The availability and probable effectiveness of means other than
reinvestigation to evaluate factors concerning the individual’s suitability
for continued SCI access.

3-707 Foreign Nationals Enpl oyed by DoD Organi zati ons Over seas

Forei gn nationals enployed by DoD organi zations overseas who have been
granted a “Limted Access Authorization” pursuant to paragraph 3-403 shall be
the subject of a PR, as set forth in paragraph 5, Appendix B, conducted under
t he auspices of DIS by the appropriate mlitary departnment or other U S
CGovernment investigative agency consistent wth paragraph 2-404 and Appendi x
J of this Regulation.

3-708 Persons Accessing Very Sensitive Information C assified Secret

a. Heads of DoD Conponents shall submt a request to the Deputy Under
Secretary of Defense for Policy for approval to conduct periodic reinvestiga-
tions on persons hol ding Secret clearances who are exposed to very sensitive
Secret infornation.

b. Cenerally, the Deputy Under Secretary of Defense for Policy will
only approve periodic reinvestigations of persons having access to Secret
information if the unauthorized disclosure of the information in question
could reasonably be expected to:

(1) Jeopardize human |ife or safety.

(2) Result in the less of unique or Uniquely productive intelli-
gence sources or nethods vital to U S. security.

_ (3) Conprom se technol ogies, plans, or procedures vital to the
strategi c advantage of the United States.

c. Each individual accessing very sensitive Secret information who has
been designated by an authority listed in paragraph A, Appendix F as requiring
periodic reinvestigation, shall be the subject of a PR conducted on a 5-year
recurring basis scoped as stated in paragraph 5, Appendix B.
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3-709 Access to Top Secret Information

Each individual having current access to Top Secret information shall
be the subject of a PR conducted on a 5-year recurring basis scoped as outlined
| n paragraph 5, Appendi x B.

3-710 Personnel Gccupying Conmputer Positions Designated ADP-1

All DoD mlitary, civilians, consultants, and contractor personnel
occupying conputer positions designated ADP-I, shall be the subject of a PR
conducted on a 5-year recurring basis as set forth in paragraph 5, Appendix B.

Section 8
AUTHORI TY TO WAI VE” | NVESTI GATI VE REQUI REMENTS
3-800 Authorized Oficials

Only an official designated in paragraph G Appendix F, is enpowered to
wai ve the investigative requirements for appointnent to a sensitive position,
assignment to sensitive duties or access to classified information pending
conpletion of the investigation required by this chapter. Such waiver shal
be based upon certification in witing by the designated official that such
action is necessary to the acconplishment of a DoD mssion. A nminor investi-
gative element that has not been oet should not preclude favorable
adj udi cation--nor should this require a wai ver when all other information
devel oped on an individual during the course of a prescribed investigation is
favorabl e.
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